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Abstract:

When comparing the response of the slowest node to that of the fastest node in a cloud infrastructure,
mathematical models aid in illustrating the best possible performance attainment. One useful and important
method for comprehending interdependencies in cloud computing is the analysis of mathematical models. It is
especially useful for determining ideal values and forecasting equilibrium behavior. To achieve the efficacy of
optimal utility, mathematical models are thus employed for future deployment, software updates, and resource
allocation. In this research, we examine various security risks and suggest a stochastic mathematical model for
traversal costs when assigning tasks to various Virtual Machines (VMs) using dispatchers. Ubuntu and the
mathematical model are used to allocate jobs.

Index Terms - Stochastic mathematical model, VM, dispatcher, service request monitor

. INTRODUCTION

Cloud computing has tremendous advantages which offers on demand service by the usage of computer
resources that are pulled with the distant data centre and it can be controlled by the provider of cloud services
which include networking capabilities, development tools, data storage, virtual and physical servers and programs
with the monthly subscription fee billed base on the consumption by the user. The exponential rise of linked
devices, including smartphones, smart cards, and other gadgets, is the main driver of cloud computing. It can be
used to divide large computer jobs into a great number of smaller ones, which can then be handled in a parallel
manner at a huge scale.

A stochastic model depicts an environment where uncertainty exists. It serves as a model for a process that has
some level of randomness. The word stochastic originates from the Greek term “Stokhazesthai”, which means to
aim or speculate. Dan certainty in the fact of existence in the real world is the stochastic model for representation
of anything. The deterministic model on the other hand, predicts the outcomes with complete confidence. It
includes a set of equations which are precisely described. The stochastic models are the most likely model for the
yield of various outcomes in each time after the performance.

A family of random variables known as a stochastic process is one in which the parameter is chosen at random
from an index set. Let's use the index set "time" as an example. The random variables are designated by the letters
X for a continuous process and X, for a discontinuous process. One of the most used index sets is "Time," and
another is vectors, denoted by the symbol "Xu,v" where u,v is the position.

We offer a mathematical model of market-oriented cloud in this paper. The market-oriented cloud computing
architecture suggests the existence of three key agents, namely the "Virtual Machine (VM) Monitor,"
"Dispatcher," and "Service Request Monitor," which together direct the service request examiner and controller
as to whether to accept a job or not, and if accepted, how to carry out the job effectively and efficiently.

This research presents the mathematical model of the cloud and the traversal cost of the dispatcher's job
assignment to various VMs. As a result, this paper does not address the roles of VM Monitor and Service Request
Monitor. Here, we've concentrated solely on the dispatcher's role, which uses an ant colony system to distribute
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workloads to available VMs. We have proposed a mathematical model to address this. This paper is organised as
follows: Section 2 find out the research gap by analysing the research work already conducted by various
researchers. The methodology used in this research is presented in section 3. Section 4 consists of results and
analysis followed by conclusion in section 5.

Il. LITERATURE REVIEW

This section gives background information about who has conducted similar research, what that research has
or has not revealed, and how the most recent study adds to the discussion of constructing and developing
mathematical models for cloud computing performance and applications of cloud computing using mathematical
model.

Shahdi-Pashaki et al.,[1] refers to the process of setting up virtual machines and servers to do the necessary
computations. In order to address the resource management issue in CC, this research proposes a novel strategy
based on Group Technology (GT), a powerful methodology for managing resources in cellular manufacturing
systems. In order to integrate the VMs, servers, and tasks in the best possible way while concurrently controlling
a number of crucial variables, such as task migrations, server load fluctuations, and the number of VMs, a
mathematical model was designed. This LINGO 9 programme is used to solve a number of tiny problems to check
the viability of our suggested model.

Pinto et al., [2] concludes that Fog computing is one example of a distributed modern processing architecture
that can reduce latency, increase scalability, and improve efficiency. Two of these changes include a cloud-fog
computing infrastructure for large-scale operation and search procedures and a mathematical model to evaluate
the architectures of distribution-based UAVs. Analysis has been done on the advantages of fog computing over
conventional cloud computing.

Zhang et al., [3] concludes that, The Internet of Things (10T) as it currently exists leverages cloud platform
data access storing techniques, but the hash algorithm has flaws in the areas of ineffective data processing and
low fault tolerance. A thorough analysis of numerous trade-offs in algorithmic optimization and a variety of
hardware alternative designs are required for the development of successful integrated vision techniques. Because
of this, finding design areas with the optimum performance trade-offs is challenging for developers.[4] The right
mix is a growing trend with the advent of autonomous devices and cloud technologies. Therefore, this study
presents design and invention of automated mechanical devices based on the D-T fuzzy control system taking
into account the 10T.[5]

The literature studied reveals that most of the research explains about the types of security threats, load
balancing in general and single objective in cloud computing with mathematical model. This study introduces the
stochastic mathematical model.

[1l. METHODOLOGY USED
Experimental Setup

The Ubuntu 10.04 Server edition has been used to set up a private cloud that comprises of two servers, Server
A and Server B.

Server B controls the nodes, whereas Server A controls the cloud, cluster, warehouse, and storage. We set up
Machine A with a Core2duoX6800 processor, 2GB of DDR 2 RAM, and an 80 GB hard drive. A AMD Phenomell
X4 965 processor, 4 GB of DDR3 RAM, and a 250 GB hard drive power Machine B. Through a quick local area
network, the nodes interact with one another. This paper presents the outcomes of local accessing several web
services that are active on the web servers. The aforementioned cloud environment has been the subject of
experiments. We used the subsequent commands to run the web services on Machine A:

If [!-~/.euca/mkey.priv]; then
mkdir -p -m 700~ /. euca
touch~/.euca/mykey.priv

chmod 0600~ /. euca/mykey. priv
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euca- add- keypair mykey> ~/.euca > ~/.euca/mykey
If

First, we presumptively believe that VM 1 is the point of attack and is infected with malware. Any virtual
computer or physical system on the cloud is impacted by resource sharing. Once the physical computer is
impacted, it's possible that VMs 2, 3, and so on will also be impacted, and so on until the entire cloud is impacted.
Here, we employ the Las Vegas Randomized Algorithm (LVRA), which guarantees that, "if there is a solution at
all, you will always obtain one.” The challenge is to successfully simulate the initial attack.

Second, we employ stochastic modelling to calculate the likelihood of events contained in a forecast in order
to foresee possible outcomes. Historical information, such as previous market results, typically places restrictions
on the random variables. Last but not the least, we need to understand the scenario in which users are vying for
resources with varying financial capabilities. We assume that when users propose their bids for requests for cloud
resources, they all do so simultaneously and are solely aware of their own offers. Later, the resources are
distributed according to the proportions of the bids.

The chance of risk loss C(x), risk occurrence p(x) and occurrence of potential states of risk environment is
unpredictable due to characteristics of cloud computing service itself. Therefore, taking into account the
unpredictability of risks, this research seeks to quantify the cloud computing risk using the information entropy
method. Information relates to the decrease of uncertainty in human cognition. Shannon, the creator of the theory,
developed the idea of information entropy and used it to define the amount of information present in a system
quantitatively describe the degree of uncertainty information.

In contrast to the conventional analysis of cloud computing risk, this research includes security in cloud
computing for attribution at three levels as shown in Fig. 1. Cross analysis of cloud computing risk at different
angles and levels.

Threat class-ul ‘

| Threat class-

Threat class-02

Threat class-p2
Threat class-a3

Threat class-a4

Cloud computing securnty threat

Threat class-B3 |

Threat class-a3

Threat class-am

Fig. 1 Security threats in cloud computing

Threat class-fin

The three levels represent:
The purpose of this paper's research is the target layer.
Risk class layer: The various classes of cloud computing risk are expressed using the notationi,i=1, 2,..., n;
Risk factor layer:
Cloud computing is influenced by several cloud computing risks are expressed using the notation j, j =1, 2,...,m;

The intricate cross linkages between the risk class layer and the risk factor layer in this risk characteristics
hierarchy set it apart from the typical research hierarchies and can better capture the unpredictable nature of cloud
computing risk.

. 1 .
r(Biaj)=______p(aj) (1)

DRRICH)
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Then incorporate it into the formula for information entropy, as given below.
C(B) = 1 P(Bi, aj )C(aj) )
Proposed threat detection design

Assume that the virus has already infected at least one VM and has spread to others. Each VM can be infected
by viruses due to the dynamic resource sharing across VMs, which eventually infects the entire cloud. We employ
the Las Vegas Randomized Algorithm (LVRA) in our model, which guarantees that, if a solution exists at all,
you will always receive it. The challenge is to successfully simulate the initial attack.

We employ random Fibonacci sequences in this model. The examples below illustrate this:

Due to this:

Ln= %(an—l + an+1) (3
Lo= 2, L1=1 4)
In the beginning, no node is affected; later, node 1 is affected.

=0, a;=1 5)

are the initial pair of seeds.
L, is the maximum number of nodes that could be impacted.

Considering * above, we presume that all VMs communicate with one another and that is the random Fibonacci
sequence.

IV. RESULTS AND ANALYSIS
4.1 Performance analysis of cloud

The Method of Measuring and Evaluating Using Information Entropy. The degree of risk uncertainty, the
degree of risk loss, and the frequency of risk threats will all be carefully measured and assessed in this paper after
the risk assessment system has been established.

Step 1: Create Tables 1 and 2 for the assessment table, and give the P(j) and C(j) of risk factors in the third
layer weights based on the opinions of 15 subject-matter experts.

Assuming that P(x, y) and C(X, y), where x represents risk factors and y represents the weight level,
respectively, are the experts' assessments of the distributions of risk frequencies and risk losses. P(j) and C(j)
calculations are thus represented by the following formula:

P(0;)=0.2,0.4,0.6,0.8and 1 (4.2)
P(x,1), p(x,2), p(x,3) (4.2)
C(j)=0.2,0.4,0.6, 0.8, 1and c(x,1), c(x,2), c(x,5) 4.3)

The distribution of C(j) and P(j) of expert opinions; the greater the expert opinions' dispersion, the greater the
uncertainty of the evaluation outcomes. Conversely, the higher the certainty of the assessment results, the more
concentrated the expert assessments are. Accordingly, the assessment weight of each risk factor can be expressed
using the following formula:

(L X5j=1pjjlog5j) (1 X5j=1cjlogsj)V(§)=2r (4.4)

The value of V(j) represents the contribution it makes to risk assessment; the larger the value, the more
significant the contribution.

Step 2: Using Equation (1) get the weight of entropy coefficient P(i,));

Step 3: Using Equations (2) and (3) and the P(i,j), determine the risk level of uncertainty H(i) and risk losses
level C(i).

Step 4: Determine the steady-state probability for each risk class P(i) = (P(1),P(2),..., P(6)) using the Markov
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chain method.

First, build the transfer matrix between each risk class using the cloud computing security risk assessment
system presented in Fig. 5.1 along with the frequency P (j) of each risk factor:

:811 :812 [336

Q — [1821 ﬁZZ .826] (55)

The diagonal elements P (ii) in the matrix stand for the likelihood that a risk class | event occurred on its own,
while the elements P (ij) stand for the likelihood that a risk class | and j event occurred simultaneously. The value
of these diagonal elements depends on the characteristics of each risk class.

Table 1: Assessment of security threat risk factor frequency

1 Very Low In minor cases frequency of the security threat risks is very less
moreover it do not happen.

2 Low In minor cases the risk factors of security threats occur at frequency
at low level

3 Medium In few cases the security risk factors occur in the frequency at
medium level

4 High In most of the cases, occurrence and frequency of the risk factors are
high

5 Very High In the actual situations occurrence and frequency of the risk factors

of security threats are very high

Step 5: Define the level of security risk associated with cloud computing, and conduct an integrated risk
analysis. The degree of risk uncertainty H(i), the degree of risk loss C(i), and the frequency of risk occurrence
P(i) are the three components that make up the definition of cloud computing security risk grade. Table 2 provides
the precise definitions. The following is the formula used to determine each risk class grade:
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Table 2: Grade of security threat risks
GRADE SPECIFICATIONS

0<0.2 Impact of Risk is ignored, goal of the risk maintenance is very clear and
has more impact on the cloud computing for the security threats.

02<04 The goal of maintaining the risks is to clear in the services providing cloud
computing and it is managed well.

04<0.6 Operating the services of cloud computing has few impacts. Generally,
risk level of security in cloud services need a routine for maintenance.

0.6<0.8 The determination of cloud computing services is very difficult. When the
threat occurs, it affects the normal process of operation in cloud computing

services.
0.8<1 The factors causing risks cannot be determined. When the threat occurs,

it is very difficult to make a comeback in the clous services. The risks of
security threat are catastrophic.

Table 3: Results of assessment of distribution

Distribution of Assessments
Factors of Risk 0.2 0.4 0.6 0.8 1
Insider kind of threat 0.0 0.28 0.61 0.14 0.0
Ability of the service providers 0.0 0.08 0.82 0.14 0.0
Compliance of Laws 0.29 0.74 0.0 0.1 0.0
Management of keys 0.0 0.21 0.68 0.14 0.0
Isolation of Data 0.0 0.14 0.54 0.34 0.0
Encryption of data 0.0 0.14 0.41 0.34 0.14
Destruction of data 0.08 0.81 0.14 0.0 0.0
Migration of data 0.08 0.74 0.21 0.0 0.0
Backup of data and recovery 0.22 0.82 0.0 0.0 0.0
Authentication of identity 0.0 0.29 0.62 0.14 0.0
Upgrade of software 0.0 0.0 0.54 0.29 0.22
Prevention of network 0.0 0.28 0.61 0.14 0.0
Control of Access 0.0 0.08 0.82 0.14 0.0
Data physical location 0.29 0.74 0.0 0.1 0.0
System environment 0.0 0.21 0.68 0.14 0.0
Operation errors 0.0 0.14 0.54 0.34 0.0
Network bandwidth 0.0 0.14 0.41 0.34 0.14
Equipment replacement 0.08 0.81 0.14 0.0 0.0

In addition, the majority of the literature hasn't developed a risk assessment system or performed a quantitative
study of the degree of uncertainty and loss associated with each risk during the risk weighting process. These
research findings frequently only include technical risk and do not consider other risk factors, making it
impossible to provide an accurate comparison of all hazards across all levels and dimensions.

The aforementioned issues are the key research topics in this study and need to be resolved in the process of
assessing the risk associated with cloud computing. Sorting out the risk variables is what this post will do first.
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By using a Markov chain to simulate the actual cloud computing risk environment and building risk attribute
hierarchies with cross relations based on the risk factors, the study will be able to quantify the uncertainties
surrounding risk occurrences and losses and perform a quantitative risk analysis from a variety of perspectives.

Table 4: Results of security threat performance analysis

Pa P2 Ps Ba Ps Ps
H 0.952 0.988 0.994 0.992 0.995 0.977
C 0.632 0.584 0.484 0.490 0.572 0.582
P 0.104 0.193 0.178 0.216 0.094 0.211
L 0.382 0.472 0.429 0.466 0.387 0.490

Risk grade of security in cloud computing is L=0.461

The following can be learned from the examination of the research findings:

1) The grade of overall cloud computing security risk is expressed by L = 0.461. This value shows that this
company's cloud computing security falls within the general risk category, its cloud computing service has some
risk, requires routine maintenance, and is at an acceptable level.

2) The values of L(6) = 0.6, L(2) = 0.492, and L(4) = 0.466 are greater than other risk grades for the entire
system. These statistics show that the most significant risks to this company's cloud security are related to
administration security, data security, and network security. These factors are crucial in determining the security
of this e-commerce platform and should be given more consideration in risk management decisions. On the other
hand, L(1) = 0.382 and L(5) = 0.387 indicate that this firm's operational and physical security is well-managed.

Based on the information entropy theory, risk uncertainty is studied quantitatively, the influence of subjective
elements on the results is decreased, and a reference standard for risk management decisions is provided. This
article creates a risk assessment hierarchy with cross relations and categorizes the cloud computing risk into six
classifications in comparison to previous research methodologies. The research study fills in the gaps in the
literature regarding the level of uncertainty associated with each risk by calculating the steady-state probability
of each risk class in the stable cloud computing process when combined with the Markov chain. It also provides
a definition of risk grade based on information entropy. To give a more thorough risk assessment system, the
author will keep identifying and including new security risk aspects of cloud computing in the upcoming work
while avoiding redundant variables.

Stochastic modelling for security threat

Two separate web services have been the subject of our testing. However, to show how well our method
worked, we submitted numerous copies of the identical web services as distinct tasks. The jobs were started at
various dates. That our proposed goal function steadily increases as stochastic demand gradually rises and offers
more optimal value when the stochastic demand is between a moderate and maximum range as shown in Table
5. This comparative analysis is also represented in terms of bar chart in Fig. 2 for better visualization.

Table 5: Comparative analysis of security threats proposed vs existing models

Parameters Existing models Proposed stochastic
model
Business security threat 68 79
Data security threat 72 84
Application security threat 75 91
Network security threat 56 71
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Physical security threat 83 88
Administration security 85 89
threat

V. CONCLUSION AND FUTURE SCOPE

In this paper, assumptions in stochastic system for computing predicted income, utilization, and rejection rate
are considered. Jobs must start (and stop) according to a stochastic process. Moreover, it is necessary to
understand the job price cumulative distribution function. These presumptions do not, however, limit
applicability. The proposed stochastic mathematical model for cloud computing takes different types of factors
including requirement for the service, workload in the environment of application, multi-server system
configuration system, agreement of service level, customer satisfaction, QoS, low quality penalty and renting cost
of space, cost for energy consumption as well as the profit margin of the service provider. For the future
research, few suggestions are; including the mathematical model for cloud computing and its applications that
include blockchain and smart contracts which have the potential to change the current structure of cloud
computing markets by enabling the development of the fully decentralized cloud technologies which lowers the
cost through generation of predictable results without the need of any intermediaries. The establishment of the
decentralized solutions using cloud computing on full integration enables the majority of companies to comply
with the kinds of cloud solutions to avoid hardships on ownership.
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